Autonomous Smart Routing for Network QoS*

Erol Gelenbe Michael Gellman, Ricardo Lent, Peixiang Liu and Pu Su
Dennis Gabor Chair School of Computer Science
Electrical & Electronic Eng’g. Dept. University of Central Florida
Imperial College Orlando FL 32816, USA
London SW7 2BT, UK {michaelg,rlent,pliu,psp@cs.ucf.edu

e.gelenbe@imperial.ac.uk

Abstract self-awareness and autonomous control in networks and
distributed systems [1]. CPN uses “smart packets” (SPs) be-
We present an autonomous adaptive quality of servicelonging to a specific connection, to seek out network paths
(QoS) driven network system called a “Cognitive Packet based on user specified QoS Goals. CPN routers store in-
Network” (CPN), which adaptively selects paths so as to formation which is relevantto QoS (such as delay and loss),
offer best effort QoS to the end users based on user definewvhich is gathered by SPs and carried back by acknowledge-
QoS. CPN uses neural network based reinforcement learn-ment packets (ACKs). Subsequent SPs will use this infor-
ing to make routing decisions separately at each node. Mea-mation to select better paths using a reinforcement legrnin
surements on an experimental test-bed are provided to show(RL) algorithm running at each router, while payload pack-
how the system responds to the choice of QoS goals. Wets will travel along paths that have been discovered by the
also discuss and evaluate an extension of CPN that uses &Ps.
genetic algorithm to generate and maintain paths from pre-  This paper describes CPN and its control algorithm, and
viously discovered information by matching their “fitness” discusses measurements on CPN test-beds. We also present
with respect to the desired QoS. an extension that uses genetic algorithms to generate new
routing paths by combining paths which have been previ-
ously discovered. The QoS of these new paths can be esti-
mated from the observed QoS of known paths, and is then
employed to seek better routes. Additional experiments are
] ] ) ) described, where a Genetic Algorithm (GA) [7] is used in
Broadly speaking, Quality-of-Service (QoS) is the level packground mode, in conjunction with CPN running RL in
of performance that is experienced by a specific user (or ayne foreground. The experiments show the CPN without a
class of users) in a network, and it is an important consider- g o provides the main QoS enhancement to users, and that

ation for many network applications such as real-time voice he GA provides significant improvement only at light to
and video [4, 5] which may have stringent requirements for niermediate loads.

the amount of loss, delay, or jitter that they can tolerate.
QoS is notoriously a requirement that is not well satisfied .1 CPN Routing
in existing packet networks which are based on the Internet

Protocol (IP).

In this paper we describe an autonomic adaptive packetdi
network architecture called the Cognitive Packet Network
(CPN), which dynamically seeks out paths, and constantly
updates paths, as a function of user specified QoS. In CPN

1 Introduction

CPN includeshreedifferent types of packets which play
fferent roles.Smatrt or cognitive packets (SB)e used to
discover routes for connections; they are routed using a re-
inforcement learning (RL) algorithm [8] based on a QoS
“goal”. We use the term goal to indicate that there are no
boS guarantees; rather CPN provides best effort service to
optimize the desired QoS metrics. The role of SPsiis to find
routes and collect measurements; they do not carry payload.
CPN's RL algorithm uses the observed outcome of a deci-

*We thank the Engineering and Physical Sciences ResearchciCou _Sion to “rewa_rd_” or “punish” th_e routing algorithm, S0 that
(UK) for its support for this research under Grant GR/S52360 its future decisions are more likely to meet the desired QoS

a network path which provides it with the best QoS accord-
ing to objectives that are defined by the connection itself.
The purpose of the CPN project is to experiment with




Goal. The goal is the metric which characterizes the suc- Different approaches to learning could in principle be
cess of the outcome, such as packet delay, loss, jitter and soised to discover good routes in a network, including Heb-
on. In CPN, the specific Goal used by a SP will depend on bian learning, back-propagation [6], and reinforcement
the user’s QoS requirements. learning (RL) [8, 3]. Hebbian learning is notoriously slow
When a SP arrives to its destination,asknowledgment ~ and was excluded from our consideration. Simulation ex-
(ACK) packets generated and the ACK stores the route fol- periments we conducted at the beginning of the project in-
lowed by the original packet and the measurement data itdicated that RL was the most effective approach to achieve
collected. An ACK being returned as a result of a SP will fast adaptation to network conditions. Our RL implemen-
be source-routed along the “reverse route” of the SP. Thetation uses @ne stepupdate of weights based on the most
reverse route is established by taking a SP’s route, examinfecent information, so that new decisions are significantly

ing it from right (destination) to left (source), and remoyi  impacted by the most recent outcome. In order to guarantee
any sequences of nodes which begin and end in the samé&onvergence of the RL algorithm to a single decision (i.e.,
node. That s, the path a,b,c,d,a, f,g,h,c,1,m > will selecting an output link for a given smart packet), CPN uses

result in the reverse route m,l,c,b,a >. Note that the  the random neural network (RNN) [2] which has an unique
reverse route is not necessarily the shortest reverse, routesolution to its internal state for any set of “weights” and in
nor the one resulting in the best QoS. ACKs deposit QoS put variables. At each node we will have a separate RNN
information in the mailboxes (MBs) of the nodes they visit. for each QoS class and destination. For a given QoS class,
Dumb packetscarry payload and use source routing. a.specmc neuron of tr_\e corresponding RNN is associated
Dumb packets also collect measurements at nodes. ThdVith @ specific output link of the node.
route brought back to a source node by an ACK of a Sp N the RNN, the state; of thei — ¢ neuron denotes the
is used as a source route by subsequent dumb packets of throbability that itis excited, and thg, i = 1, ... n forann
same QoS class having the same destination, until a new&uron network satisfy the following system of non-linear
route is brought back by another ACK. equations: . , o
MBs in nodes are used to store QoS information. MB g = AT (0)/[r(@) + A7 (@), (1)
entries in a given node are identified by QoS class and Deswhere
tination. Each MB is organized as a “least-recently-used”
stack: old information can be discarded from fast memory AT() = Z qu;-; + A, A1) = quwﬁ +Xi, (2)
when the MB is full, and new information is rapidly acces- J J
sible from the top. For each SP in the node’s input buffer, + is the rate at which neuronsends “excitation spikes”
the node will run the CPN routing code. Then the packet Wji , o , on T P )
is placed in an output buffer which is selected by the CPN [0 Néuroni when ; is excited, w;; is the rate at which
routing algorithm. If a DP or ACK enters a node, and the neuron; sends “inhibition spikes™ to neuronwhen j is

node number does not correspond to the node it should nOV\_PXCIted’ andr(i) is the total firing rate from the neuron
be visiting, then the packet is discarded. i. For ann neuron network, the network parameters are

« ; . ” + s
As an example of how QoS information is obtained, con- t‘?‘?_s eﬁ b{{ﬂ (z.vv?;?ruhr?;mnceej d‘?cf) be_“lééurngc’i'? Eo?nn?n-
sider how delay is measured. When an ACK for a packet N J

which was going fromS to D and was of clasé enters put data_l. _The state valugs i = 1, ... n, are_-used to mak.e
: . : the decision of a SP to select the output linkt the node:
some nodeV from nodeM, the following operation will

be carried out: the difference between the local time—stampthe largest; designates the output linkwhich is selected,

. . : . As an example, th h P r m

and the time-stamp stored in the ACK for this particular S an example, t © .Q.OS Godl t at SPs pursue may

: e .~ be formulated as minimizing Transit Del&dy/, Loss Prob-
node is computed and divided by two. The resulting time _ .. . ) ST .
: . . Y ability L, Jitter, or some weighted combination captured in
is stored in the mailbox as the vallig (K, D, M) — it is . .

. the numerical Goal functio and the rewardz = 1/G.
an estimate of the forward delay for a packet of QoS class

¥ gong rom node 10 D and e oxted roc via oot 0SS % SR YL L e
the port leading taV/. Note that the identity of the local P y !

nodeN is obvious and need not be stored. The source nodeused to update the neural network weights. The CPN RL

S is also not relevant since tH& (K, D, M) refers to the algorithm first updates a threshold value:

time to go fromV to D using the next nodd/. The QoS Ty =aTi-1 + (1 — a)Ry, 3)
classK is needed since the decision at each node, and the

resulting observed delay, will depend on the requirementswherea is some constarit < a < 1, typically close tol
expressed by the QoS cla&s The quantityW (K, D, M) and R; is the most recently measured value of the reward.
is inserted in the Goal function (see equation (4) of the RL 7; is a running value that is used by the RL algorithm to
learning algorithm for the delay value). keep track of the historical value of the reward and is is



used to determine whether a recent reward value is better oG appearing on both sides of (4) is written under the as-
worse than the historical value. Suppose that theh de- sumption that the subsequent packet sent out to replace the
cision selected output link, and that we received feedback lost packet will on the average incur the same total ¢gst
from the network which measured the th rewardR;. We since it too may be lost and could be retransmitted. This
first determine whether, is larger than, or equal to, the expression simplifies to yield the rewaRl = 1/G:
thresholdZ;_,. If that is the case, then we conclude that 1

the previous decision worked well; we increase the excita- R= ——— (5)
tory weightsw™ (i, k) to the neurork that was the previous T1_£_f +W

winner (in order to reward it for its success), and make a ) )
small increase of the inhibitory weights™ (i, j), j # k, In order to useR we must obviously be able to estimate

leading to other neurons. On the other handgifis less W andLy. In Section 1.1 we describe how ACK packets
than the threshold, we conclude that the previous decisiondeposit an estimate of “delay to the destination” into the
leading toother neurons, and increase significantly the in- Path in the network based on composite path QoS metrics,
hibitory weights leading to the previously selected neuron CPN also needs to estimate path packet loss ratios defined

k in order to punish it for being unsuccessful: as the number of packets sent but not received, divided by
the number of packets which have been sent. We will dis-
e If 71 < R cuss how to estimate link loss and path loss in the following.

— wh (i, k) —wt(i, k) + Ry,

2.1 Estimating Link Loss and Path Loss
—w(i,) —w (i,5) + 725, forall j# k.

Packet loss ratios are simply the ratio of number of pack-

* Else ets correctly received to the number of packets sent. The
— wh(i,j) — wt (i) + 522, Forall j + k, I|nhoss.rat|o rgfers to the _correspondlng guantity meae_tur
_ _ " over a single link connecting two nodes. Path loss ratio on
—w(i,k) —w™(i,k) + Ri. the other hand refers to the quantity measured over a path,

from a source to a destination. We will use the terms “cumu-
lative” or “path” loss interchangeably. In CPN, we estimate
the link loss ratio by forwarding, over the link and back to
the predecessor node, the number of packets that have been
2 Composite Goal Functions received by the next node on the link. This information is in
fact stored or “piggy-backed” in ACK packets.M packets

For an application which has QoS needs that can includehave been sent over a link afithackets have been received

both loss and delay, the QoS goal that may be used to routét the next node, then the loss ratio is:

Finally the node with the largest is identified, and the
smart packet is placed in the corresponding output buffer

packets will have to combine in one single Goal function R
both the loss and delay incurred from source to destination. L=1- N (6)
In this case, we can form the goal functiénas follows: ) ) ]
To estimate the path loss ratio, we use ACKs coming back
G=(1- L_f)W + L_f(T +G) (4) from the destination node. The source is able to estimate
the round-trip loss ratio by keeping track of the number of
wherelV is an estimate of the forward deldy; is an esti-  packets sent and the number of ACKs it receives. However,
mate of the forward packet loss ratio, dfids the additional  in addition the destination can keep track of the number of

time incurred by a packet which is retransmitted after g loss packets which are received at the destination, and this num-
including the time-out delay before a non-acknowledged ber can be piggy-backed inside ACK packets and returned
(and presumably lost) packet is retransmitted, and any ad-+to the source. The time stamp at the destination which is
ditional overhead resulting from the retransmission of the carried by the ACK, will allow the sender to estimate for-
lost packet. The expression (4) is based on the idea that ifward loss rates over a given period of time. Thus even if
a loss occurs, with probability , then the resulting costis  some ACK packets are lost, itis still possible to have ayairl
the delayT’ until the packet is retransmitted, and this will accurate estimate at the source of forward (source to desti-
be followed by the same equivalent total detayincurred nation) path losses, and not of just round-trip losses. How-
by the freshly retransmitted packet. If on the other hand aever, the loss ratio estimates at the source can be insensiti
packet is not lost with probabilitjl — L], then the cost  to short termchanges which are important to QoS driven
is simply the delayi’ that will be incurred by a packet as adaptive routing. We address this problem in CPN by using
it traverses the network to reach its destination. Note thatthe following scheme:



e The sender maintains a smoothed average of the packetvhich relates loss directly to the reward. This is the ap-

loss ratio:L < (1 — a)L + aL. proach we have taken in our experiments when we just deal
with loss (rather than loss and delay). In the experiments
we report, we have used the following numerical values of
the constantst = 10~° andg = 0.5.

e The receiver modifie® as follows for some threshold
value of R, 4"

if R> Ry then R« 0
2.2 Measurement Results
e If R;isl — th value of R received at the sender, the
sender carries out the following operation: We conducted measurements on the CPN testbed con-
. sisting of 26 nodes shown in Figure 2.2. The measurements
I iy < B then N« Fip1. that we report were performed under a variety of conditions.
All tests were conducted using a flow of UDP packets en-
serves an accurate estimate of the loss ratio over the link€"ng the CPN network with constant bit rate (CBR) traffic
from the sender's perspective. anq a pack_et size of 1024Kb. All CPN links used _10Mbps
Since it is impractical to have the destination nodes keep point-to-point Ethemet. The UDP packet stream.wnh CBR,
was sent into Node 10 as the source, for forwarding to Node

a count of the number of packets received for each possible

route from every possible source, we need to find a scheme’ @S the destination. No artificial packet losses were intro-

that will reduce the amount of data that is stored. This re- duced, other than those that might result from congestion at
quires us to make a simplifying assumption based on the® nodes.
idea that forward and reverse routes generally use the same

set of nodes and links. Thus, we assume that the DP loss

ratio Ly from the source5' to the destinatiorD is propor-

tional to the ACK loss ratid , in the opposite direction or

As a result, large values @t are eliminated, whild. pre-

Ly = aLy. Let N be the number of DPs sent frafhto D, gl S e S e e
and A be the corresponding number of ACKs received by
S. We can write: Figure 1. The 26 Node Test-Bed used in the
A CPN Measurements
—=1-LsLy=1—a(Lf)? 7
N
so that As seen in the topmost curve of Figure 2, the reduction
A in packet loss rate when the QoS goal is “cumulative loss”
Ly=1- N (8) appears to be very significant, compared to using delay, or

loss and delay, as the QoS goal. Using the goal function
The sourceS therefore stores separat®/, A) values for  based only on cumulative loss results in the lowest observed
each of its destinations. Assuming that forward and reverseloss rates, and confirms the effectiveness of choosing a goal
loss rates are identical, we set= 1 andL; = 1 — %_ function i_dentical to the desired QoS. The curves in _the bot-
If routing only selects paths which offer the lowest tom of Figure 2 show that the lowest delay is obtained by

packet loss, there are several ways in which we can con-USing onlydelay, or lossand delay as the goal function.
struct the rewardk?. One approach is to S8 = 0 in the The linear scale used for delay (y-axis) in this figure chearl
expression (5), obtaining: shows a peak for traffic in the range of 11 to 12Mb/s, with

a reduction in delay above that value, when cumulative loss
or only delay are used in the routing goal function. The drop
in delay at higher traffic values is presumably due to the sig-

o ) ) nificant loss of packets which results in lower congestion.
so thatl /T acts as a constant multiplier. In practice, since

we do not waniR to be infinite when s = 0, we set:

r=1-Ls ©)
TL;

o 3 Genetic Algorithms and CPN
1-L
T(Ls+e)
wheree is a constant representing some minimal value for
the loss. A simpler approach is to uBeof the form:
R 1)
Lf + €

A GAis a learning algorithm which operates by simulat-
ing evolution [7]. Key features that distinguish a GA from
other search methods includepapulationof individuals
where each individual represents a potential solutionéo th
problem to be solved, fitness functionvhich evaluates the
utility of each individual as a solution, gelection function
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Figure 2. Variation of loss (top) and delay (bot-
tom) measurements versus network load, for
different QoS Goals

which selects individuals for reproduction based on their
fitness, and finally thgenetic operatorsvhich combine se-
lected individuals to create new individuals via crossover
and mutation.

smaller value ofG(w) means thatv is more desirable. A
Goal isadditive if for any wordw = «f which may be
expressed as the concatenation of two wardand 3, we
haveG(w) = G(a) + G(8). Note that packet delay and
loss are additive along paths. In our GA implementation,
new words are generated in two different ways. Since SPs
discover routes, and ACK packets bring back valid routes
to the source, CPN already provides a way of generating
new wordsw using reinforcement learning based search for
routes. The source will keep the words which have been
brought back by the ACKs in a list sorted in the order of in-
creasing=(w) values which we call th8tack. Secondly, at

a source node we generate additional words using the fol-
lowing path crossoveoperation: Suppose two words,
andw, share some intermediate node, so that for some node
a, we havew; = ujav; andwy = wugave. The crossover
operation will then generate the stringg = wsav; and

wy = uiavy. If any of these strings is not already in
the Stack, then it is placed in theStack with the cor-
responding goal value§(ws) = G(uza) + G(vy) and
G(wg) = G(ura) + G(v2). In this way, theStack is en-
riched both with new paths obtained by crossover, and by
paths which are obtained via the CPN SP search process.
Whenever a dumb packet needs to be forwarded to the des-
tination, the word at the top of th€tack (i.e. the one with

the smallest goal value) will be used as the source route.
Every complete route discovered by SPs and brought back
by ACKs naturally becomes an individual in the GA pop-
ulation for enhancement of CPN routing. New routes will

In CPN, we have included a GA which runs as a back- be evolved as offsprings. Collectively, the individualghwi
ground process at each source node, to generate and seleme same sourcé and destinatiorD form a GA popula-

paths for dumb packets based on the QoS goal. The GAjion repositoryP(S, D)

population will consist of individuals which representipat

between the source node and potential destination nodes.

We will use a variable length representation which is ex-
pected to allow the GA more flexibility to evolve in re-

which is organized as an LRU stack
with some predefined maximum size.

The size of the data structures that the GA uses make
it unlikely that a kernel-level implementation can be used.

sponse to changes in the network [9]. The fitness of a pathThus the GA algorithm has been implemented as a system
is determined from the measurement data returned by ardaemon. The GA-enabled module works in a similar fash-
ACK that is received in response to a dumb packet sention to the regular CPN module, with the main difference be-
along the path. New paths are constructed by genetic op4ing the handling of the ACKs when they reach the source.
erators, e.g. mutation constructs new paths via small mod-When the ACK reaches the source, we have a complete path
ifications to existing paths while crossover constructs new to the destination and the measurement data for each hop.
paths from two existing paths that share a common inter- This data is put into a FIFO buffer for the GA daemon to
mediate node. The GA also receives input from the CPN asprocess whenever it becomes available, as shown in Fig.3.
new paths are discovered by SPs. Exploitation and preserUnlike the regular CPN module, the GA-enabled module
vation of existing good paths (or partial paths) is accom- does not update the dumb packet route repository unless
plished through fitness-based selection. A path is selectedhere is no route for the current destination or if the GA dae-
if its fitness function is better than, or within a range of, mon is dead (defined as “if the GA daemon has not talked to

the fitness function of the current population. réuting

the module for the past second”). The GA daemon is started

word or word, w, is a variable length sequence of nodes when the CPN module is loaded with no initial knowledge

which begin with the source nodeand end with the des-
tination D, andw represents any viable path frafhto D.
Each routing wordv has a goal valué&/(w), and describes
how effective the path described by the wards. Thus, a

of the network. It consists of a main loop which polls the
kernel for new paths, checking its internal data structures
for size and consistency, selecting individuals for creeso
and doing the actual crossover and periodically updatiag th



CPN module’s dumb packet route repository. the destination and crossover is done for each given desti-
nation. However, the hop pool is common to the all sub-
populations, so that when a source sends packets to several
destinations, the GA hop pool will contain more data as well
as potentially moreecentdata about hops, than if only one
destination is used. However in this case the GA still cieate
independent paths for each destination from the hop pool.

crossover

3333
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a
M
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dumb packet L i roundrobin 3

CPN kernel module  joctl GA daemon

Figure 3. Interaction between module and

daemon Figure 4. The CPN-GA testbed topology

Throughout the experiments, the QoS Goal that is used

The role of the path selection process is to return a pairfor selecting paths is to minimize source to Qestination de-
of individuals which are suitable for crossover. Depending lay. However we measured the QoS both in terms of ob-
on the situation, the GA daemon either requests a ‘.match,,served average delay and observed average packet loss rate
for a specific individual or just asks for a pair of individsal 10" DPS I.e. for the payload packets. both when the GA was
to crossover. The data exchange between the CPN kerné isabled and when it was enabled. Note that SPs’ routing is
module and the GA daemon is bidirectional as the mod- "ot affected by the GA in either case. We obtain the delay
ule passes measurements to the daemon and in return th%nd loss n;]easure?entf';%rKDPs as fog?(wsbgt the source,
daemon periodically updates the module’s route repositorywedc?]umt ebnumf eDrPo S r_e(;(;lve Wor S, %IXD
with the paths who have the best fithess at that time. Theahn épe| numbero sjransmltt D- eNcan (:]va ur?_te
GA daemon is always the initiator of the data exchange sot e brioss rf’“? a_SDP =1 —Nap/Np. _otet atthis
that the CPN kernel module does not need to keep track Ofvalue is pessimistic because some ACKs will be lost and we
the presence or absence of the daemon to route CPN traffic®€ " fact measuring the total loss of DPs plus ACKs.
This way we also eliminate lockups which would occur if
the kernel were to probe the daemon while it is sleeping.

Experiments were conducted with different levels of
background traffic, where the background traffic is defined
as additional traffic which is added locally at some fixed rate
) oneach linkin the network. Background traffic is composed
3.1 Measurements of CPN with the GA of fixed size packets af024 bytes travelling from one end
of a link (between two adjacent nodes) to the other. We

To evaluate the performance of CPN with and with- first ran experiments without any background traffic, mean-
out the GA, measurements were conducted on the testbedhg that the whole testbed only contained the DPs, SPs and
shown in Figure 4. Initially, all the machines in the testbed ACKs for a single source to destination connection. Experi-
start with an empty dumb packet repository and empty GA ments were run without the GA daemon being enabled, and
pools. For this particular set of experiments, the sourcethen with the GA daemon. The size of all DPs at the source
node is the node at the left edge of the testbed as showrwas fixed atl 024 bytes. We varied the DP rate for a connec-
in Figure 4. The CPN path finding algorithm is started at tion between 100 packets/sec to 800 packets/sec. for each
the source node using SPs and ACKs. Once the first ACKtraffic rate we ran 10 experiments and in each experiment
comes back from the destination carrying the first path thatthe source node sent out 10,000 DPs to the destination. The
has been discovered, DPs from source to destination areaverage forward delay and loss rate were computed as an
sent over the CPN network at a constant rate. Note thataverage for each DP transmission rate over all the 10 ex-
the GA daemon only runs at the source node. periments, and the results (without background traffic) are

For the experiments in which the GA algorithnmistin shown on Fig.5.
operation, we simply disabled the GA daemon. Onthe other We observe that in the absence of background traffic,
hand if the GA daemon is enabled, when the first ACK ar- CPN with the GA outperforms the “regular” CPN. How-
rives at the source, the GA daemon is automatically startedever the improvement is not considerable. When the con-
up and will generate paths as described in the previous secnection’s DP rate is less than 600 packets/sec, the delay
tion. If a node sends packets to several destinations, thewith the GA enabled is only 80% of that without GA and
GA daemon divides the paths into subpopulations based orthe loss rate are both small enough to be considered to be
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Figure 5. QoS comparison of the system with Figure 6. Delay and loss rate for DPs with 2.4
and without the GA, without background traf- Mbps background traffic on links
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zero. When the DP rate is great than 600 packets/sec, some
packet losses are observed and the average delay increases
dramatically in both cases. If we only consider the delay,
the performance was improved by about 20% due to the in-
troduction of GA. When we increased the background traf-

fic level to 2.4Mbps and to 4Mbps on each link, the results
were somewhat disappointing as shown in Figures 6 and 7.
The performance of the system with the GA was again bet-
ter than that of regular CPN when the DP traffic rate was
low. When the DP traffic rate exceeded a certain value (e.g. o
300 packets/sec in the 4Mbps excess link traffic scenario), £
the performance of regular CPN was better than that of CPN i
with the GA. We may explain this as follows. When the load )
of the network becomes heavier, since the DP traffic has an o N
additive effect on the existing link traffic, the DP trafficliwi ° . A
significantly increase the observed delay. SPs will try othe Bm TR LR e
routes which do not have DP traffic, and the corresponding
ACK will bring back information about paths which are mo-
mentarily less loaded. These paths will be immediately used
by CPN when the GA is not enabled, leading to path switch-
ing and the distribution of the traffic on multiple paths. On
the other hand, CPN with the GA will be operating with in-  the DPs use.

formqtion which_is always “old” because round—trip.delays When the network load is light and the packet input rate
are high, and will therefore recommend paths which may s 0w, the Genetic Algorithm helps to reduce the delay of
have worse QoS by the time the decision is taken. dumb packets by about 20%. When the background traffic
When we increase the background link traffic to 8 Mbps, becomes heavier, and at high packet input rate, the delay
as shown in Figure 8, the network is saturated so that therefor DPs without the GA is somewhat lower than when the
is little difference that can be made by using or not using GA is used, and if the network is saturated or when the user
the GA: we always have high delay no matter which route traffic saturates its own path, there is almost no difference

Figure 7. Delay and loss rate with about 4
Mbps background traffic on links
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Figure 8. Delay and loss with 8 Mbps back-
ground traffic on links

in QoS when the GA is used or not used.

4 Conclusions

In this paper we have described the design of an au-
tonomous and dynamically adaptive network which uses
self-measurement and a simple reinforcement learning al-
gorithm to carry out routing decisions. The system uses
SPs to search for better paths, ACK packets which bring
back information to intermediate routers and to the sources
of traffic, and dumb packets which simply carry payload
along paths which have been discovered. SPs make deci

sions at nodes to select paths which provide QoS that users

prescribe through “QoS Goals”. We have presented mea-

teroperating with conventional Internet Protocol (IP)trou
ing algorithms. We are also investigating the use of CPN
based techniques to protect sub-networks against madiciou
attacks. An extension of the CPN architecture to wireless,
and mixed wired-wireless networks has been designed and
implemented, and is currently being evaluated.
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