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Abstract— Novel user oriented networked systems will simultaneousgl
exploit a variety of wired and wireless communication modalties to offer
different levels of quality-of-service (Qo0S), including eliability and secu-
rity to users, low economic cost and performance. Within a sigle such
user oriented network, different connections themselves ay differ from
each other with respect to QoS needs. Similarly, the commuecation infras-
tructure used by such a network will, in general, be shared arang many
different networks and users so that the resources availabl will fluctuate
over time, both on the long and short term. Such a user orienté network
will not usually have precise information about the infrastructure it is us-
ing at any given instant of time, so that its knowledge shoulde acquired
from on-line observations. Thus we suggest that user orieetl networks
should exploit self-adaptiveness to try to obtain the bestgssible QoS for all
their connections. In this paper we review experiments whie illustrate how
“self-awareness”, through on-line self-monitoring and masurement, cou-
pled with intelligent adaptive behaviour in response to obsrvations, can be
used to offer QoS. Our presentation is based on ongoing experental work
with several “Cognitive Packet Network” (CPN) test-beds trat we have de-
veloped.

I. INTRODUCTION

At the periphery of the Internet novel networked systems
emerging to offer user oriented flexible services, usingrker-

net and LANSs to reach different parts of the same systems,
to access other networks, users and services. Examplesiénc
Enterprise Networks, Home Networks (Domotics), Sensor N
works, Networks for Military Units or Emergency Servicehel

example of Home Networks is significant in that a family ma:
be interconnected as a unit with PDAs for the parents anéd ¢
dren, the health monitoring devices for the grand-parehts,

video cameras connected to the network in the infants’ b@dro
with connections to smart home appliances, the home educa

server, the entertainment center, the security systems@od.

A Home Network will simultaneously use different wire
and wireless communication modalities including WLAN, 3&
wired Ethernet, etc.. It will tunnel packets through theehat
net Protocol (IP) in and out of the Internet, and try to sgtis

the distinct Quality-of-Service (QoS) requirements ofeatiént

connections. Such systems must allow for diverse QoS requ
ments which can be implicit due to the nature of the applica-
tion (e.g. alarm system connection to the security senace,
video-on-demand or voice-over-1P), or which may be exici

formulated by the end users of the network.
Networks of this kind raise interesting issues of inteltige

the lack of a practical framework for adaptive control, irr-pa
ticular for packet networks. There is also a conviction agion
many practitioners that feed-back controls are too slovhin t
presence of the massive traffic peak rates which occur at the
core of a communication network. However the systems we
are considering operate “on top” of network infrastructused
typically carry low traffic rates. Thus they can potentialst to
adaptively optimise their use of the communication infrast

ture through judicious observation and fast decisions.

In this paper we describe several experiments with a network
architecture centered upon a QoS driven routing protodtdda
Cognitive Packet Network (CPN). CPN is an experimental sys-
tem which is implemented using PC’s as routers. The CPN code
is implemented on top of the Linux operating system. CPN
nodes can be organized as a cloud within the IP world, and mul-
tiple CPN clouds can be interconnected via IP. The CPN nodes
together route packets across a mixed CPN/IP network to offe
the best QoS, where QoS is defined by the users via QoS Goals.

are

CPN packets daot carry code, and CPN routers aret pro-
mmable by the network end user or application. This @&hoic

Eﬁ{a\s been made to avoid creating excessive complexity inghe n

ork, and also to avoid increasing the risk of insecurityhe t
network. On the other hand, CPN uses smart packets (SPs) to
ollect measurements as they travel through the network. SP
arry QoS information related to the end users; they areetbut

using neural network algorithms which are resident in thaaso
and which use both the SPs’ QoS information and data which is

{Iocally resident at the nodes. This local data in the nodaps

dated with information brought by ACK packets, which return

+© nodes on a SP’s path, as a result of the SP’s successfilarri

t its destination. After briefly summarising the princigpknd
fmechanisms of CPN routing, this paper illustrates how netwo

fseh‘-awareness can be exploited in favor of user QoS by prese

ing three experiments we have conducted on the CPN test-beds

iEhat we have designed and implemented.

Il. THE COGNITIVE PACKET NETWORK (CPN)

In order to investigate the potential of using self-awassne
and adaptiveness to offer QoS to users, we have developed a
practical packet switching architecture that allows a ekw

and adaptation to user needs and to the networking envinspymavith an arbitrary topology to observe its state in a distigiol

including routing requirements, possibly self healing;uséy

manner. These observations are then used by an on-line algo-

and robustness. Thus on-line adaptation, in response to Qi8m running autonomously at each node to make routing-deci
needs, available resources, perceived performance offtae d sions based on an estimate of Quality-of-Service (QoS).-How

ent network infrastructure elements, instantaneousdraffids,

ever these routing decisions are restricted to certain fSma

and economic costs, would therefore be a very attractivefea packets which then inform the source about the paths they hav
of such networks. However, learning algorithms and adaptat found which offer the best QoS. These paths are then used by
have seldom been practically exploited in networks becafisethe pay-load carrying packets until a better path is founthiey
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smart packets.

Thus CPN [7],[8], [6], [10] is a packet routing protocol whic
addresses QoS using adaptive techniques based on on-line me
surement. Although most of our work on CPN concerns wired



networks, we have also developed a wireless extension ahwhsingle application program interface (API) for the prograen
can operate seamlessly with wired CPN or IP networks [9]. to access CPN. CPN routing algorithms also run seamlessly on
In CPN, users are allowed to declare QoS Goals such ag-hoc wireless and wired connections [9], without spediéic
“Get me the data objec?b via the path(s) of highest bandwidthpendence on the nature (wired or wireless) of the links,gisin
which you can find”, wher®b is the handle of some data 0b-QoS awareness to optimize behavior across different ctiomec
ject [2], or “Find the paths with least power consumptionrte t technologies and wireless protocols.
mobile userMn”, or “Get the video outpu¥’i to my PDA as ) )
quickly as possible” (i.e. with minimum overall delay). A. Routing using Smart Packets
CPN is designed téccept Direction, by inputing Goals pre-  The SP routing code’s parameters are updated at the router
scribed by users. It exploitSelf-Observation with the help using information collected by SPs and brought back to rsute
of smart packets so as to be aware of the network state inby the ACK packets. Since SPs can meander and get lost in the
cluding connectivity of fixed or mobile nodes, power levels anetwork, we destroy SPs which have visited more than a fixed
mobile nodes, topology, paths and path QoS. It perfaBaifs number of nodes, and this number is se3toin the current
Improvement, andLearns from the experience of smart packets test-beds. This number is selected based on the fact thét it w
using neural networks and genetic algorithms [11] to deiteem be two to three times larger than the diameter of any verelarg
routing schemes with better QoS. It willeduce hitherto un- network that one may consider in practice.
known routes by combining or modifying paths which have beenFor each incoming SP, the router computes the appropriate
previously learned so as to improve QoS and robustness.  outgoing link based on the outcome of this computation. A re-
CPN makes use of three types of packets: smart packets (§#yent random neural network (RNN) [1] with as many “neu-
for discovery, source routed dumb packets (DP) to carry pd@ns” as there are possible outgoing links, is used in the-com
load, acknowledgements (ACK) to bring back informatiortth@utation. The weights of the RNN are updated so that decision
has been discovered by SPs. Conventional IP packets tur@igcomes are reinforced or weakened depending on how they
through CPN to seamlessly operate mixed IP and CPN nbgave contributed to the success of the QoS goal. In the RNN the
works. SPs are generated by a user (1) requesting that a [gééfieg; of thei —th neuron in the network is the probability that
having some QoS value be created to some CPN node, or (2)the-i — th neuron is excited. Each neureiis associated with
questing to discover parts of network state, includingtioreof ~ a distinct outgoing link at a node. Tl satisfy the system of
certain fixed or mobile nodes, power levels at nodes, togplogion-linear equations:
paths and their QoS. . , .
SPsexploit the experience of other packets using random neu- ¢ = AT(@)/[r()) + A7 (@), (1)
ral network (RNN) based Reinforcement Learning (RL) [3], [7 where
RL is carried out using a Goal which is specified by the user who
generated a request for the connection. The decisionahteeig A" (i) = Z gjwy; +Ai,  A(0) = Z qjw;; + i, (2)
of a RNN are increased or decreased based on the observed suc- J J
cess or failure of subsequent SPs to achieve the Goal. Thus RL
will tend to prefer better routing schemes, more reliableeas Wji ) O _ e i _
paths to data objects, and better Q0S. In an extended verkioR€UroN: whenjj is excited,w;; is the rate at which neuron
the CPN network which is presented in [11], but that we do ng"dS “inhibition spikes” to neuranwhen; is excited, and:(i)
discuss in this paper, the systateducesnew paths by com- 1S the total firing rate from the neuran For ann neuron net-
bining previously discovered paths, and using the estichate wor,lf, the network parameters are thesby n “weight matri-
measured QoS values of those new paths to select better pdis W ' = {w™(i,j)} andW™ = {w™(i, j)} which need to
This is similar conceptually to a genetic algorithm whicmge  °€ “léarned” from input data.
ates new entities by combination or mutation of existingtiest RL is used in CPN as follows. Each node stores a spe-

and then selects the best among them using a fitness functfdfic RNN for each active source-destination pair, and eas8 Q

These new paths can be tested by probes so that the actual E/§&S: The number of nodes of the RNN are specific to the router

can be evaluated. since (as indicated earlier) each RNN node will represeat th
When a SP arrives to its destination, an ACK is generatgﬁ(_:'s'on fo choose a given _output link for a_.smart p_acket. De-

and heads back to the source of the request. It upaedds cisions are taken by selecting the output lipkor which the

boxes (MBs) in the CPN nodes it visits with information Whichgorrespondlng neuron is the most excited, §g. < qj_for_all .
= 1, .. ,n. Each QoS class for each source-destination pair

has been discovered, and provides the source node withd¢he %1%15 a QoS Goal, which expresses a function to be minimized

cessful path to the node. All packets have a life-time caiirstr it Del babili . .
based on the number of nodes visited, to avoid overburdenfrd" 'I_'ran_5|t Delay or Probability of LOSS.’ or_Jltter, or agined
bination, and so on. The rewaRdwhich is used in the RL

the system with unsuccessful requests or packets whictar&§ P o ; _
effect lost. A node in the CPN acts as a storage area for pagfgor_lthm IS S|mp(ljy thle mve;se 0:; the gga;l)% = G Suc.—
ets and mailboxes (MBs). It also stores and executes the ci??s've measured values Bfare denoted by, ! = 1,2, .;

is the rate at which neurofisends “excitation spikes” to

used to route smart packets. It has an input buffer for pac ese are first used to compute the current value of the dacisi

ets arriving from the input links, a set of mailboxes, and#a s reshold: T —
of output buffers which are associated with output links.NCP 1 =ali—1 + (1 —a)Ry, (3)
software is integrated into the Linux kernel 2.2.x, prougla where0 < a < 1, typically close tol.



Suppose that we have now taken theh decision which cor- the user would like CPN to minimize. The top curve shows the
responds to neurofjy and that we have measured the th re- round-trip delay for SPs, while the bottom curve is the round
ward R;. We first determine whether the most recent value of thep delay for DPs, with the average delay of all packets dein
reward is larger than the previous value of the thresfipld. If shown in the middle. As expected, when there are 100% of SPs,
that is the case, then we increase very significantly thetaxcithe average delay for SPs is the same as the average delay for
tory weights going into the neuron that was the previous etinnall packets. The interesting result we observe is that aasféne
(in order to reward it for its new success), and make a smalPs are concerned, when we have added some 15% or 20% of
increase of the inhibitory weights leading to other neurdiis SPs we have achieved the major gain in delay reduction. Going
the new reward is not greater than the previous threshada, ttheyond those values does not significantly reduce the detay f
we simply increase moderately all excitatory weights legdo DPs. In effect, DPs are typically full sized Ethernet paskess
all neurons, except for the previous winner, and increagdfsi are IP packets in general), while SPs and ACKs are 10% of their
icantly the inhibitory weights leading to the previous wimgp size. Thus, if 20% of SP traffic is added, this will result irtd4
neuron (in order to punish it for not being very successfid thtraffic overhead, if ACKs are generated by both DPs and SPs,
time). Let us denote by; the firing rates of the neurons beforeand only 4% of traffic overhead if ACKs are only generated in

the update takes place: response to SPs. Note also that ACKs and DPs do not require
N a next hop to be computed at each node, contrary to IP packets.
—_— Z[w+(i’ m) + w™ (6, m)], 4) Bo_th in CI_DN and IP we can of_ course reduce next-hop compu-
T tations using appropriate caching and hardware accelarati
We first computel;_; and then update the network weights as » ot ey
follows for all neuronsg # j:

o If Ty < R I
- wh(i,j) «— wr(i,j) + R, 18
—w(i,k) —w(i,k) + B, if k # j.

« Else
— wh(i k) — wh (i, k) + 5 k # j,
—w (i,7) —w (i,7) + R

Since the relative size of the weights of the RNN, rather than wl
the actual values, determine the state of the neural nefwiark
then re-normalize all the weights by carrying out the foilogv
operations. First for eachwe compute: of

delay (ms)
I

n
r= Z[w (Z’ m) +w (Z’ m)]’ (5) T T
1 Percentage of SP

and then re-normalize the weights with: Fig. 1. Average round-trip delay for smart (top) and dumtitfon) packets, and
average delay for all packets (center) as a function of thegp¢age of smart
packets. These measurements were obtained for an end+toeenection

wt (i, §) — wr (i, j) * 7+ _ \ , f
. in the presence of obstructing traffic on several links ofrteevork.

SO

w”(i,7) —w(4,7) * 7= .

Finally, the probabilitieg; are computed using the non-linear
iterations (1), (2). The largest of thgs is again chosen to select IIl. COLD START SET-UP TIME MEASUREMENTS
the new output link used to send the smart packet forwards Thi One of the major requirements of CPN is that it should be
procedure is repeated for each smart packet for each QoS clgisle to start itself with_ndnitial information, by first ran-
and each source-destination pair. domly searching, and then progressively improving its be-
haviour through experience. Since the major function ofta ne
work is to transfer packets from some souftéo some desti-
nation D, CPN must be able to establish a path fréhto D

An important question is whether the scheme we have pm+en when there is no prior information available in the net-
posed can only function if the number, or percentage, of SRerk. The network topology we have used in these experiments
(and hence ACKSs) used is very high. This is a question that vgeshown in Figure 2, with the source and destinations atdpe t
have examined attentively, both by examining the actuajtlen left and bottom right ends of the diagram. The network corstai
of SPs, and with numerous experiments [6]. The results of o2& nodes, and each node is connected teeighbours. Because
of these experiments for a heavily loaded network, is sumna-the possibility of repeatedly visiting the same node ot p
rized in Figure 1 where we report the round-trip delay expetthe network contains an unlimited number of paths frro
enced by SPs and DPs, and by all packets, when the percentagélowever, the fact that SPs are destroyed after they 3sit
of SPs added on top of DP traffic was varied from 5% to 100% irodes, does limit this number though it still leaves a huganu
steps of 5%. In these experiments, the user specified QoS Guel of possible paths. In this set of experiments, the ndtgor
is “delay” so that what is being measured is the quantity thalways started with empty mailboxes, i.e. with no prior imfia-

B. Evaluation of the Percentage of SPs Needed During a Con-
nection



neural network weights set at identical values, so that eugai
network decision algorithm at nodes initially will produgean-
dom choice. Each point shown on the curves of Figures 3 to 5
are a result of 00 repetitions of the experiment under identical
starting conditions.

Let us first discuss Figure 3. An abscissa valugidhdicates
that the number of SPs used wids and — assuming that the ex-
periment resulted in an ACK packet coming back to the source
—the ordinate gives the average time (overtb@experiments)
that it elapse between the instant that the first SP was s¢éntou  Fi9- 2- CPN Network Topology for Cold Start Experiments
and the first ACK comes back. Note that the first ACK will be
coming back from the correct destination node, and thatlit wi
be bringing back a valid forward path that can be used by the
subsequent useful traffic. We notice that the average sttrep
decreases significantly when we go from a few SPs to atiyut
and after that, the average set-up time does not improvesappr
ciably. Its value somewhere betweéf and 20 milliseconds
actually corresponds to the round-trip transit time thiotige
hops. This does not mean that it suffices to have a small num-
ber of SPs at the beginning, simply because the averageset-u 2O b e et T
time is only being measured for the SPs which arecessful;
unsuccessful SPs are destroyed aftehops.

i i
10° 10t 10° 10° 10*

tion about which output link is to be used from a node, and witb@

Set-Up Time Measurements from Cold Start (Empty Network)

Average Set-Up Time

Thus Figure 4 gives a more complete understanding of what is Humber of Smat Packets Successiey St o the Netvork
happening. Aga_u_n for am-axis value of O_V6i10 paCketsa_We_See Fig. 3. Average Network Set-Up Time from Cold Start, as a Fioncof the
that the probability of successfully setting up a path,isvhile Initial Number of Smart Packets

with a very small number of packets this figure drops down to

about0.65. These probabilities must of course be understood as

the empirically observed fraction of tH&0 tests which result

in a successful connection. The conclusion from these tw@ da ) Set-Up Messuement o Cold St (Enpy Mot
sets is that to be safe, starting with an empty system, g fairl e e :
small number of SPs, in the range 2if to 100, will provide
almost guaranteed set-up of the connection, and the minimum
average set-up time. Figure 4 provides some insight intdyhe
namics of the path being set-up. Inserting SPs into the rrtwo
is not instantaneous, and they are fed into the network seque
tially by the source. The rate at which they are fed in is deter
mined by the processing time per packet at the source, aad als
by the link speeds. Since here the link speetllig)Mb/s and
because SPs are only so2¥) Bytes long at most, the limiting
factor appears to be the source node’s processing timee 8iac w5 - o o
previous curves show that connections are almost alwagb-est

lished with as few a$0 SPs, and because the average round-tiify. 4. Probability of Successful Connection from Cold §tas a Function of
connection establishment time is quite short, we would expe the Initial Number of Smart Packets

to see that a connection will generally be established bedtir

the SPs are sent out by the source. This is exactly what we ob-

serve on Figure 5. The axis shows the number of SPs sent into IV. DYNAMIC QOS-BASED TRAFFIC ROUTING FROM A

the network, while the, axis shows the average number sent WEB SERVER OVER THEINTERNET

in (over thel00 experiments) before the first ACK is received. In this section, we present an experiment in which a CPN
For small numbers of SPs sent out by the source, until theevalgloud” or sub-network, operating within the Internet, ised

10 or so, the relationship is linear. However as the number wf dynamically route traffic which is being sent by a web serve
SPs being inserted into the network increases, we see tieat afl’.S back to a web uséi/ through different Internet ports so as
(on the average)3 packets or so have been sent out, the cote minimize the delay from th&/S back to the useV.

nection is already established (i.e. the first ACK has retdiio In the system layout shown in Figure 6, a web user at work-
the source). This again indicates that a fairly small nundfer station’ accesses to a web serniétS via the Internet. The
SPs suffice to establish a connection. In addition to therexp®/S is connected to & PN cloud which acts as an adaptive
iments on the test-bed, simulations have been conducteal fdtow control system, and the CPN cloud is in turn connected to
1000 node network with results which are significantly similar.the Internet via two distinct ports which are implementethwi

Probabilty that the Requested Path is Set Up (ACK Received)




Set-Up Measurements from Cold Start (Empty Network)
T

‘ ‘ Goals. We have summarized experimental data showing that a
relatively that a comparatively small fraction of SPs anck&C
compared to total user traffic, is needed to serve the us&S’ Q
Goals, and that a small number of SPs can suffice to initially s

. up paths. We have also shown how a CPN sub-system can be in-

Average Number of Smart Packets Needed to get a Valid Path
5
©

10! 10°
Number of Smart Packets Succesively Sent into the Network

| serted into the Internet to carry out traffic engineeringctions
o2 based on QoS. Other results we have not reported on here have
4 : R e discussed critical applications such as Voice-over-CPNJ].[
Future work will consider the experimental insertion of tiplé
CPN clouds into the Internet so as to address the QoS needs of
selected groups. We will also study the use of mechanisms de-
rived from CPN to provide protection against Denial-of\Bes

attacks to network nodes.

Fig. 5. Average Number of SPs Needed to Obtain a Path to thénBtsn

. . . [1]
conventional IP routers430 which connects into Internet Ser-

vice Provider (ISPY S P1, andA40 which connects into another[?]
providerlSP2. 3]

UserW requests that transfers frol S back toW via the
Internet arrive withminimum delay. Thus in this experiment (4l
“delay” is the QoS Goal thalt’ has selected. Thus in order tgs)
evaluate whether the CPN adaptive controller is indeed table
satisfy the user’s QoS Goal, we artificially introduced #iddial
delay values at the two alternate ports A30 and A40 so that the
differencein delay between the two can be varied in a controlled [6]
manner.

The WS responds to these requests by generating stancgard
Internet IP packets which enter into the CPN shown at the t&%
of the figure; these packets then tunnel through the CPN whigh
dynamically directs them back into the Internet via tworaléte
Internet Service Providers (ISP) ports A30 and A40 shown EY
the right-hand-side of the figure. From there they mergetheo
Internet, and return to thid” as shown. [11]

Figures 7 and 8 show the fraction of traffic taking A30 (L) and
A40 (R) as this delay is varied, and demonstrate that the CR¥]
sub-system is indeed dynamically directing traffic quitarphy
in response to the user’s QoS goal. Figures 9 and 10 show that
when the delay through either port is identical, the ingtaabus
traffic via both ports is very similar. On the other hand, Fegu
11 and 12 clearly show that the instantaneous traffic styongl
differs depending on which port has a higher measured dasay,
do Figures 13 and 14 but for the opposite imbalance in delay
All of Figures 11-14 also clearly show that the dynamic cointr
provided by CPN requires an adaptation time (seen at thefleft
the figures, and roughly of the order of 100ms) before most of
the traffic actually takes the best output port in each case.

V. CONCLUSIONS

In this paper, we have discussed the concept of a network thatrsx
e erver

uses on-line measurement and problng as a means to estimate

the QoS that may be expected from different routing choices,
and then uses the outcome to forward payload along the result
ing paths. The system we propose carries out probing with SPs
continuously during a connection. ACK packets coming back
from the destination nodes to the intermediate and sourdeao
bring back the results of the probing, and provide inforovati
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about the paths which have been selected based on user QoS
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